YIEANZ =
Internet of Things

Security
S5 YBRMZLETR

=
H S
L



2 Yk Z=Z £ HiE

m 2.2 YK ZZ 2 B BD



BT
YA PIZ £ 1A



ITEE IR £

d UNTIL FILES i & ooreoncen PR W O
PUBLICATION i SUPPLIER DISCLOSURE OF CYBER SECURITY VULNERABILITY
[;m ‘bo B 2909090 Bl ==
[ <7 :
2023F10H R EES 20238 HIRRRSEMIEWIFI | | 2021 5F5EE —ENE N EE R
LockBit3.08hZeki Itk | | WEFEEARKELER | | RERESIURREERTIET

| PayPal

anuary 15)

ssssss

2023FMBN=ANENES 2022F9HRockstarfR5588#& | | 20225128 PayPaliEiEEIE
A EiPhonelliFFIF | | BENESHGTASEBIE | SHuA3.5HAREHiltE

4

A




JE——
PEAIZE: M “RET B “Ean”

'y = = 1/4 ==

=M" s
20095F6H, ERHGLEMEERIRNE, SiF%EiL. ExRBEME, G
SRR O] JRiEizhigs (PLC) , EMEUTHRNSITHIE, &
SHXREB U EELEZ 2 ImFIRETEIA,
EEEMNIWERRANIERRS, ST FETEN, RER5E
REX TIPSR TV ERIR 5 7 #%.

AR R ERE

V' /) %ﬁ 1/ 4
B B R ERIE H RSRE, HTAMEALGRS
HEEERLZS I




" A
n IEEEE: %Uﬁﬁ@]?
HURIRE, BEREUERSE

VEREHIZR S (SIMATIC WinCC/Step7) TR1E
S5mfEERES (SCADA) , [A[IRIEZERF

IU\

28 (PLC) BARIEFIECIEESIR,

Software
Sabotage

How Stuxnet
disrupted

Iran's uranium
enrichment program

1 The maliclous com

worm probably entered

the computer system'="—

which Is normally cut off*

at the uranium enrichm:

facllity in Natanz viaa. =

removable USB memo
stick.

2 The virus Is controlled from servers In Denmark
and Malaysla with the help of two Internet

addresses, both registered to false names. The virus
Infects some 100,000 computers around the world.

3 Stuxnet spreads
through the system untll
It finds computers
running the Slemens
control software Step 7,
which Is responsible for
regulating the rotational

speed of the centrifuges.

4 The computer worm
varles the rotatlonal

speed of the centrifuges.

This can destroy the
centrifuges and Impair
uranium enrichment.

5 The Stuxnet attacks start In June
2009. From this point on, the number
of Inoperative centrifuges Increases

sharply.

Iranian

N centrifuges
for uranium
enrichment

Feb.1, May31 Aug. 12 Nov. 2 Jan. 29, May 24
Source: IAEA, ISIS, FAS, World Nuclear Assoclation, FT research 2009 2010
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